Py

Australian Government

Department of Defence

Contribution to PLAID reference source by the
Australian Department of Defence

Physical Access Control Manager (PACMan)
User and Key Management Manual

(Unclassified)

Version 1.0 (Draft)



PAC Manager — User and Key Management Manual

DOCUMENT INFORMATION

Version Date Author Description
Draft extract of unclassified material from
1.0 22/07/112 Graeme Freedman | Defence documentation and merge into single

document

Last saved 25/07/2012 — Page 2 of 36



PAC Manager — User and Key Management Manual

CONTENTS
1Y 4 o Yo [V 4T o AU 5
Application FUNCLIONAIItY ... ciiieeeiiiiiiiciiiirc e rreneserreneeesensseseennssssesnssssssennssssannsssnns 5
3= =T =T Vo =N 6
R oo T o 1= N 6
[0 1Y 01Ty Lo 1T 4 Lol =Yt 6
Installation and configuration ... e re e e s e s e nans 8
3T 5 |5 TN 8
JaNoTo] [orTaToT ol @e Yol iF={¥] o= o] o HO PSRRI 8
Operational ConfiIgUIAtioN ......cii i e e e e bee e e s aree e e enreas 9
Administrative / Advanced CoNfigUration .........ccccueieeiiieiie ettt ettt 11
Create SAM and KEYSTOIrE CArdS .......ccccviieeiciiieeeiiieeeeciteeeeectteeeeectteeeeeetteeeeertaeeessaneesssseeesenseneenanes 13
Load Smart Card SAM & PLAID APPlCatioNns ......eeeeecuiieeiiiiiie ettt eitee e e vee e e nree e e 15
Generate Keys, Load SAM & Key STOre Cards .........oeeeiiiieeeiiiieeeiieeeeeciieeeeectteeeeecttee e eevtee e eenraeeeeenes 22
Securing the Key Archive files ......... oot rrrce e ree e s reeee s s s e na s s eeennsansnens 26
Card Processing and VerifiCation ........c.ueii ittt e e et e e s bae e e e ebaeeeenes 30
Card PersonaliSation STEPS .....ciiiciiiee ettt et e e et e e e eetee e e e sbte e e e ebteeeeebaeeeeenbteeeeentaeeeeanes 31
(0 1o VLT g T or= Y o] g T (=] o LSRRt 31
Personalisation JOUrnal (LOZEINE) ...cuuveeeeuiiie ittt et e e et e e e e aae e e e et e e e e eneeas 32
Securing the Temporary Workstation ........cc.eeiiiieii ittt e e e vae e e e 33
Security Notes and ConSIderations.........ciciciieeiiiiiee e e et e e e ete e e e ebae e e e sbae e e eenreeeesenes 34

List of Figures

Figure 1 - PAC Manager NOME SCIEEN .......ccoiuuiiiiiiiiiie ittt et ettt ettt et e e i e e s s e e s nneee s 9
Figure 2- PACMan Configuration SCrEENM ...........ciiiiiiiiiiiie ettt 10
Figure 3 - Setup PACMaN CIMD WINAOW .......cuuiiiiiiiiie ettt e e 14
Figure 4 - DIireCtory LISTING .......ueiiiiiiie et e s 14
Figure 5 - Start AppliCation LOAAET ........ ...t e e e e e e e e e e 16
Figure 6 - Configure LOAAEr #1 .......oooo oottt e e e e e e e e et e e e e e e e snnrnraeeaaeeaean 17
Figure 7 - Configure LOAAET #2 .........ccoiiiiiiieeee ettt e e e e e e e e e e e s s et b e e e e e e e snrnraeeaaaeaean 17
Figure 8 - Configure KEY SEt.......uueiiii i e e e s e e e e e e e s reeeaaaeaean 18
Figure 9 - Authenticate t0 Card.........coooooiiio i 19
Figure 10 - Load APPIET #1 ... .. ettt e e e e e e e e e e e e e s s et eea e e e e e anrrraaaaaaeaaan 19
Figure 11 - Load APPIET #2..... ..ottt e e e e e et e e e e s s et e e e e e e e anntrraeeaaeeaaan 20
Figure 12 - Load APPIet B3 ... .. ettt e e e et e e e e e et e e e e e e e e e naneneeaaaeaan 21
Figure 13 - Load APPIEE B4 ... . ettt e e e e e et e e e e e e e e e neeaaeeeean 21
Figure 14 - Load APPIEt #5 ... ...ttt e e e e e e e e e e e e neaaaeeaan 22
FIQUIrE 15 - GENEIate KEYS ... .. ittt e e e e ettt e e e e e e et eee e e e e e aennneeeeaaaeaean 23
Figure 16 - Set Profile KAT/KAZ.....co ettt e e e e e e e e e e e e e e neneeeeaaaeeean 23
Figure 17 - SeleCt REAEITICC ....... ..ttt e et e e e nbe e e e e neeas 24
Figure 18 - ENCOAE KAT/KAZ CAId ... .ooiiiiiiieiiee ettt ettt ettt e et e e e e e e e e e neeas 24
Figure 19 - Configure MIfare ............uiiiiiiie et st e e et e e e neeas 25
Figure 20 - ENCOAE KST Cards .....ccuuiiiiiiiiieeiiiie ettt et e ettt e e e e st e e e e st e e s enbe e e e annbeeeeeneeas 26
Figure 21 - KeY ArChiVE FilES .....coiiiiiiiiiiiie et st e e 27
Figure 22 - XML Key Format (example —file 1 0f 3) ...ooiiiiiiiii e 27
FIQUIE 23 - IMPOt KEYS ..ottt ettt ettt e e e e e e et e e e e e e e s e nbabeeeeaeeeesnnbnreeeaaaeaan 28
Figure 24 - Importing keys from 3 part XML fileS ........oooiiiii e 28
Figure 25 - EXport Plain TeXt KEYS ...t e e e e e e e e 29
Figure 26 - KeY EXPOIrt WaINING . ... coeiei ettt e e e e e st ee e e e e e s nbee e e e e e e e e e annbneeeeaaeeaan 29
Figure 27 - Key EXport VerifiCation .............oeooiii i 29
Figure 28 - PAC Manager ProCeSSING SCIrEEN .........uuiiiiiieii i e et e et e e e e e e e eeeaae e 30

PAC Manager — User Manual Last saved 25/07/2012 — Page 3 of 36



PAC Manager — User and Key Management Manual

Figure 29 - Card VerifiCation SCrEEN ............ i e e e e e e e 32
Figure 30 - SECUrEd DISK ...ttt e e e e e e e e e e e e e e e e eeeaeeeaan 34

PAC Manager — User Manual Last saved 25/07/2012 — Page 4 of 36



PAC Manager — User and Key Management Manual

INTRODUCTION

Physical Access Control Manager (PACMan) has been developed by the Australian Department of
Defence as a contribution to the Australian Commonwealth PLAID program managed by the
Australian Department of Human Services. It is freely available under the Australian Commonwealth
PLAID license available at www.plaid.gov.au. This version is the first public release.

PACMan is released as source and object code with the intention of generating critical review of both
the architecture and the implementation, and the avoidance of "security by obscurity". This is
achieved via an open, low cost and hopefully useful approach. Other agencies and corporations are
encouraged to freely use and modify PACMan and to feed back their views.

PACMan is a simple utility, which may be deployed within secure environments for key management,
PLAID card application management and card personalisation of PLAID on generic smartcards
supporting the US NIST FIPS-201 suite of standards. PACMan uses and supports cards meeting
GlobalPlatform Javacard standards with the addition of one or more Australian Standard 5185-2010
(PLAID) applets.

The capability of the solution is primarily targeted at contactless Physical Access Control Systems
(PACS) and mobile solutions however it could be utilised for any strong authentication requiring high
speed contactless support with key management.

PACMan also optionally supports the personalisation of Mifare Classic. This is supported for transition
purposes and is probably not required for most implementations. Other transition strategies are likely
and these can be accommodated by treating the Mifare capacity as a sample (or stub) and replacing
it with the capability required for the particular implementation.

PACMan uses low cost smartcard security hardware in the form of Secure Access Management
(SAM) smartcards and secure Keystore cards to backup, secure and distribute its keys. These cards
are simply GlobalPlatform Javacard cards with a variant of the PLAID reference source applet (on-
card Javacard application) used to store the key material and perform strong authentication.

Development continues on improvement of the PLAID reference source - new capability introduced in
this release will likely be included in the next full release of the reference source. Further, new
releases of this material will also likely include other reference source enhancements. Developers
should therefore take particular care to read the comments and notes within the source code and to
feed back any issues or bugs.

All comments and updates are coordinated using the PLAID web site www.plaid.gov.au and via the
PLAID email address plaid@humanservices.gov.au

Application Functionality

PACMan is a standalone application supporting the following functionality;

1. Provides stateless Card Application Management System (CAMS) capability seeded on
personalisation data loaded by any FIPS-201 CAMS and supporting GlobalPlatform CPLC
(Card Production Life Cycle) capability.

2. Generates, loads and securely manages multiple PLAID key sets including supporting a three
part secure import/load of keys

3. Makes use of hardware in the form of Secure Access Management (SAM) smartcards and
secure Keystore cards to backup and secure all operational and administrative keys.

4. Loads end-user cards with Mifare Classic keys and sector locks unused Mifare Classic card
sectors.

5. Personalises PLAID end-user applets with administrative and operational key sets.
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6. Personalises Mifare Classic with stateless PACS data (Weigand record)

Personalises PLAID with stateless FIPS-201 and PACS data (multiple Weigand records,
FIPS-201 PI (Personal Identifier) and FIPS-201 G/UUID)

8. Deployable both within the secure environment of a data centre for key management and
card personalization, and in an off-line less secure environment for card personalization and
read-only access to card data.

9. Generates XML records for every card personalized suitable for import to corporate
directories in order to enable centralised PACS management.

10. Independently to the CMS, records all available card identification data in a log suitable for
forensic analysis

References

The following may be referenced in this document:

1.
2.

Personal Computer / Smart Card (PC/SC) Specifications v2.01.10
TIG Smartcard Enabled Physical Access Control Systems v2.2 (FIPS 201 CHUID)

Scope

This document describes the operational procedures required to install, configure and operate the
PACMan utility as well as the generation and secure management of master keys. Specifically, it
details procedures to:

1. Install the PACMan utility

2. Configure the smartcard readers and their encoding parameters

3. Carry out card personalisation and verification

4. Interpret and use the card journal records

5. Generate and back up the PLAID administrative keyset (one keyset)

6. Generate and backup the PLAID operational keyset/s

7. Provision secure Keystore cards with keys

8. Provision the authentication cards (SAM cards) used by PACManager with both existing
Mifare Classic keys and (newly generated) PLAID operational keysets

9. Additionally, advise on security assumptions and considerations and areas for future
improvement of PACMan

Dependencies

PACMan requires the following software and hardware environment:

1.
2.

Microsoft Windows XP SP2 or Microsoft Windows 7 SP1

Microsoft .NET Framework 3.5 SP1
(http://www.microsoft.com/download/en/details.aspx?id=22)

2 x Contact PC/SC readers

1 x Contactless PC/SC reader

NOTE 1: The reader must have full support for ‘Optional Functionality’ as defined in Part 3 of
the PC/SC specifications.

NOTE 2: The system has been tested with the ASK Logo and SCM Micro SCL3711 readers.

A number of GlobalPlatform Javacards for use as SAM and Keystore cards

PAC Manager — User Manual Last saved 25/07/2012 — Page 6 of 36


http://www.microsoft.com/download/en/details.aspx

PAC Manager — User and Key Management Manual

6. A GlobalPlatform capable card application loader software suitable for the selected cards.
This is normally available from the card manufacturer or the public domain GPShell loader is
available at http://sourceforge.net/projects/globalplatform/files/.
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INSTALLATION AND CONFIGURATION

Installation

1.

Ensure that the operating system has the latest PC/SC drivers installed, as supplied by the
vendor.

Ensure that the Microsoft .NET Framework v3.5 — Service Pack 1 (or later) runtime is installed
Ensure that the user is logged into the operating system with local administrative rights.

Ensure that all 3 PC/SC readers are plugged in and operating (check this via device
manager)

Create a folder called ‘PACMan’ on the target PC and extract the contents of the PACMan
package into it (by design, PACMan does not have an installation package, so the executable
and its supporting files can simply be extracted and are ready-to-run)

Create a directory called ‘Logs’ somewhere on the target PC or on a shared drive (where
appropriate). This will serve as the location for log files generated by the application and
therefore it is important that this directory be writeable by the currently logged-in user of the
application.

Optionally, create a shortcut to the application file ‘PACManager.exe’ on to your desktop, start
menu or other desired location.

Installation is now complete.

Application Configuration

Configuration for PACMan is split into four modes:

1.

The basic operational configuration, configured using the application itself, which is primarily
for defining which smart card readers will be used.

Editing the configuration file which resides in the application directory and is called
‘PACManager.exe.config’. This is in XML format and can be modified by any XML or ASCII
text editor. Parameters define the numbering schemes used by the application and other
advanced parameters.

Load of the correct applets at the correct addresses to generate "blank" SAM and Keystore
cards.

Key generation and load to SAM and Keystore cards
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Operational Configuration

Run the application PACManager.exe. You should now be presented with the Home screen, which
shows background and links to basic license information.

This application, Physical Access Control Manager (PACMan) is a stateless Card
Application Management System (CAMS) and Key Management System (KMS),
designed to simplify and standardise the key management and personalisation
of PLAID applets for cards supporting FIPS-201 logical access. PACMan may be
readily modified for other use cases.

Australian Government

PACMan, including enhanced PLAID source code, has been developed and

contributed to the Commonwealth of Australia PLAID reference source by the
Australian Department of Defence (Defence) in order to; Department Of Defence

1. Meet Defence own use requirements

Encourage industry and other governments in the standardisation and commercialisation of PLAID through
development of COTS (Commercial, Off The Shelf) product based on the formal PLAID Standards and the related
reference source.

Encourage open external crificism and independent review of the PLAID reference source in order to:
a. Avoid “security by obscurity” and enable broad review of the Defence implementation to ensure its security
b. Ensure industry interoperability by providing an example of implementation-specific features
that are outside the scope of Standards.
c. Encourage best practice in the COTS development of PLAID

PACMan reference implementation, including the associated source code, is subject to the PLAID licence downloadable
from www.plaid.gov.au

Next

For full license terms, conditions and attributions, click here.

Figure 1 - PAC Manager home screen

Click ‘Next’, you are now presented with the application configuration screen.
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o2 PAC Manager

&

Home >> TF Configure

Key Authenticator Reader (PLAID SAM)
lPIease select a reader vl

Key Storage Reader (PLAID)

lPIaase select a reader vl
Target Reader
lPIease select a reader vl

Joumnal Path (Export Data. Diagnostics)

C\Users\Administrator\Desktopi\Logs [_]
PLAID Personalisation Mifare Classic Personalisation
OpMode 1 - Wiegand 46-bit COpMode 1 - Wiegand 46-bit
OpMode 2 - Wiegand 26-bit CpMode 2 - Wiegand 26-bit
OpMode 3 - PIVPI
OpMode 4 - RFC 4122 UUID Lock Unused Sectors

NOTE: These fields are read-only and must be configured by an administrator

|

Figure 2- PACMan Configuration screen

The configuration parameters are as follows:

1. Key Authentication Reader (PLAID SAM)
This parameter selects which contact PC/SC reader will be used to interface with the Key
Authentication (KA) card.
Note: A valid ‘Key Authentication’ card must be inserted in the reader before you will be
allowed to proceed.

2. Key Storage Reader (PLAID)
This parameter selects which contact PC/SC reader will be used to interface with the Key
Storage (KS) card.
Note: A valid ‘Key Storage’ card must be inserted in the reader before you will be allowed to
proceed.

3. Target Reader
This parameter selects which contactless PC/SC reader will be used to encode target (patron)
cards. This must be a contactless reader since the Mifare Classic application is only able to
be personalizes over the card contactless interface.

4. Journal Path
This parameter points to the writeable directory that will be used to store the personalisation
logs. This may be a directory accessible to the Corporate directory services, or a directory
which is backed up regularly for transfer to the corporate directory

5. PLAID Personalisation
This section shows the currently configured personalisation parameters for the PLAID
application (these parameters are read-only within the application).
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6. Mifare Classic Personalisation
This section shows the currently configured personalisation parameters for the Mifare Classic
application (these parameters are read-only within the application).

Administrative / Advanced Configuration

WARNING: Exercise extreme caution in modifying any of these parameters. Most are provided to
future-proof the application against changes in numbering schemes, but would normally not require
any changes to the default values provided.

To edit the advanced parameters, open the file ‘PACManager.exe.config’ files in an XML or ASCII text
editor. The parameters are defined below and are located in the ‘application Settings’ xml node.

Name Type Description Default Value

PlaidOpMode1 Boolean | Indicates whether PACMan will True
personalise the PLAID application with
Op Mode 1

PlaidOpMode2 Boolean | Indicates whether PACMan will True
personalise the PLAID application with
Op Mode 2

PlaidOpMode3 Boolean | Indicates whether PACMan will True
personalise the PLAID application with
Op Mode 3

PlaidOpMode4 Boolean | Indicates whether PACMan will False
personalise the PLAID application with
Op Mode 4

MifareOpMode1 Boolean | Indicates whether PACMan will True
personalise the Mifare Classic
application with Op Mode 1

MifareOpMode2 Boolean | Indicates whether PACMan will True
personalise the Mifare Classic
application with Op Mode 2

MifareLockUnused Boolean | If setto ‘True’, all unused Mifare True
sectors will be locked with the
production Mifare keys to prevent
unauthorised read/writes.

AclSiteCode Uint16 Specifies the PACS site code that will 12345
be used for calculating Op Mode’s 1
and 2 actual weigand number.

AclSeed Uint32 Specifies that seed value for generating | 0
the serial number in Op Mode’s 1 and
2. Whatever value this is set to will be
added to the CPLC ‘IC Serial No’ field.

Keyset0 Uint16 Allows you to override the PLAID 0
keyset identifier used for the ‘Admin’
keyset (this should never need to
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change).

Keyset1 Uint16 Allows you to override the PLAID 4369 (1111h)
keyset identifier used for the ‘Target’ or
first operational keyset.

OpMode1ld Uint16 Allows you to set the PLAID identifier 1
for Op Mode 1.

OpMode2ld Uint16 Allows you to set the PLAID identifier 2
for Op Mode 2.

OpMode3ld Uint16 Allows you to set the PLAID identifier 3
for Op Mode 3.

OpMode4ld Uint16 Allows you to set the PLAID identifier 4

for Op Mode 4.

OpModeKSIAAdmin Uint16 Specifies the PLAID OpModelD 1
identifier used for storing the ‘Initial
Authenticate’ Admin key in the Key
Storage card.

OpModeKSFAAdmiIn Uint16 Specifies the PLAID OpModelD 2
identifier used for storing the ‘Final
Authenticate’ Admin key in the Key
Storage card.

OpModeKSIATarget Uint16 Specifies the PLAID OpModelD 3
identifier used for storing the ‘Initial
Authenticate’ Target key in the Key
Storage card.

OpModeKSFATarget Uint16 Specifies the PLAID OpModelD 4
identifier used for storing the ‘Final
Authenticate’ Target key in the Key
Storage card.

OpModeKSMifare Uint16 Specifies the PLAID OpModelD 5
identifier used for storing the PACS
Mifare KeyA and KeyB values in the
Key Storage card.

MifareOpMode1Sector | Byte Allows you to set the Mifare sector to 12
be used for Mifare personalisation of
Op Mode 1.

MifareOpMode1Block | Byte Allows you to set the Mifare block to 48
be used for Mifare personalisation of
Op Mode 1.

MifareOpMode2Sector | Byte Allows you to set the Mifare sector to 11
be used for Mifare personalisation of
Op Mode 2.

MifareOpMode2Block | Byte Allows you to set the Mifare block to 44
be used for Mifare personalisation of
Op Mode 2.
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KeyStoragePath

String

Key Injection Mode Only — Specifies
the path where generated keys will be
stored and loaded from.

“\KeyStorage”

JournalRecoveryPath

String

Specifies the path where journal
records will be written to, if for some
reason they cannot be written to the
user-specified path.

“\Recovery”

SoundIntroPath

String

Specifies the path to the WAV audio file
to be played when entering encode
mode.

[Empty]

SoundPassPath

String

Specifies the path to the WAV audio file
to be played when a card encode
succeeds.

“\Media\mmpass.wav”

SoundFailPath

String

Specifies the path to the WAV audio file
to be played when a card encode fails.

“\Media\mmfail.wav”

SoundSkipPath

String

Specifies the path to the WAV audio file
to be played when a card encode is
skipped.

“\Media\mmskip.wav”

Create SAM and Keystore cards

Configure a stand-alone workstation with the same drivers and configuration as the previous steps.

For this operation there is no need for network access of any kind from the workstation, and the
workstation should NOT be connected to any network. The workstation should be re-imaged or
securely wiped or destroyed at the completion of this procedure.

Create two directories C:\PACMan and C:\Loader (or whatever names the applet loader you will use

requires).

Set up a command prompt screen in the C:\PACMan directory Start>Run>Cmd to obtain a command
prompt and change directory to C:\PACMan.

PAC Manager — User Manual
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Administrator: Cmd to PACMan

Microsoft Windows [Uersion 6.1.76811
Copyright <(c) 2809 Microsoft Corporation. All rights reserved.

C:wPACHan>_

Figure 3 - Setup PACMan CMD window

Now copy the PACMan version 1.0 files and directories into the C:\PACMan directory on the
workstation and unzip into the current directory.

[&+] Select Administrator: Cmd to PACMan

Microzoft Windows [Uersion 6.1.76011
Copyright <{c> 208? Microsoft Corporation. All rights reserved.

C:~PACHan >dir
Uolume in drive C has no lahel.
Uolume Serial Number is 7481-—/DFF

Directory of C:“PACHMan

@1:87 <DIR> .
@1:87 <DIR> ..
@1:32 1.583.232 BouncyCastle . Crypto._dll
@1:87 <DIR> Cap Files
B4:23 228,168 CardFramework.dll
255,488 CardFramework.pdh
1.6686 Cmd to PACHMan.lnk
<DIR> HeyStorage
<DIR> Media
418,112 PACHanager.exe
£.847 PACHanager.exe._config
157.184 PACHanager.pdh
11.688 PACHManager.vshost._exe
£.847 PACHanager.vshost_exe.config
428 PACHanager.vshost.exe _manifest
<DIR> Recovery
i E)] 2.571.574 hytes
6 Dirds> 958.1608.748,352 bytesz free

Figure 4 - Directory Listing

Install the card application (applet) loader you will use, either from the card vendor, or you may use
the GPShell public domain loader http://sourceforge.net/projects/globalplatform/files/ . Follow the
card manufacturers instructions including obtaining the keys and configuration details for the
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GlobalPlatform environment. Depending on the card selected and the vendor it may be necessary to

recompile the supplied applets with specific compile time options.

Load Smart Card SAM & PLAID Applications

Obtain sufficient GlobalPlatform Javacards for the current operational requirement. The number
required can be estimated from the recccomendations in the following table:

Label | Card Type Applet | Mi | Purpose Operational Package, Class &
Type n Requirement Instance AID
No respectively in
Hexadecimal
KS1- KeyStore PLAID 3 Secure 1 in off-site safe, 1 | A0 00 00 04 64 64
XX Default storage and | in local safe and 1
recovery of | for each operational | A0 00 00 04 64
PLAID and issuance station.
MiFare Store in separate A0 00 00 04 64
Keys safe to KA1 or
physically secure
adjacant to
workstation.
KA1- Key PLAID 3 Secure 1 in off-site safe, 1 A0 00 77 6B 67 67
XX Authenticator | SAM Authenticati | in local safe and 1
- Admin on to KS1 in | for each operational
order to to issuance station. A0 00 77 6B 67 60
access keys | Store in separate
for safe to KS1
personalisat A0 00 77 6B 67 60
ion
operations
KA2- Key PLAID 0 Read/check | 1 for each read- A0 00 77 6B 67 67
XX Authenticator | SAM card only field station.
- Read Only reference Make secure in
data such safe when not in A0 00 77 6B 67 66
as PACS use or otherwise
Weigand secure physically.
numbers Loss of these only A0 00 77 6B 67 66
and UUID in | risks privacy of
the field. credential values
Primarily like weigand
needed by numbering. Loss
PACS does not risk the
administrato | KeySet itself.
rs on non
corporate
systems.
NA End User PLAID 0 1 for each end user | A0 00 00 04 64 64
Cards Default of the system
A0 00 00 04 64
A0 00 00 04 64

Table 1 — Administrative Card Types and AlDs

The cards used for these administrative tokens can be the same as those used in normal production.
Alternatively other Global Platform JavaCards could be utilised. The only difference is that they are
not personalised in the normal way (i.e. do not personalise these cards in the normal CMS). The
cards should be marked indellibly with the label and sequence number (XX) in column one of Table 1
(above) and a manual log entry should be created for each card produced to indicate the location
where the card is stored along with the officers who controls the card.
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The following is an example only of the type of manual log that couldould be kept. Normally this
would be customised to fit in with existing security procedures for the storage of key material:

Label Card Type Storage Safe | Operations Role Officer Signature | Date
Location Location Responsible Respons
ible
KS1-01 | KeyStore CDMCS03 NA H Trusted A ACH XXXXXXXXX
KS1-02 | KeyStore CDMCS04 NA H Trusted B DGR XXXXXXXXX
KS1-03 | KeyStore CDMOSO01 NA H Trusted C HSL XXXXXXXXX
KS1-04 | KeyStore CDMCO1 CDMCP1 Trusted D SDH XXXXXXXXX
KS1-05 | KeyStore CDMCO2 CDMCP2 Trusted E DFG XXXXXXXXX
KA1-01 | Auth Admin CDMCS08 NA H Trusted A ACH XXXXXXXXX
KA1-02 | Auth Admin CDMCS09 NA H Trusted B DGR XXXXXXXXX
KA1-03 | Auth Admin CDMCOS02 | NA H Trusted C HSL XXXXXXXXX
KA1-04 | Auth Admin CDMCO1 CDMCP1 Trusted D SDH XXXXXXXXX
KA1-05 | Auth Admin CDMCO2 CDMCP2 Trusted E DFG XXXXXXXXX
KA2-01 | Auth Read Only | DSG-APW DSG-APW | Sl Trusted CH XXXXXXXXX
KA2-02 | Auth Read Only | DSG-CP DSG-CP S| Trusted GH XXXXXXXXX
KA2-03 | Auth Read Only | DSG-CH DSG-CH S| Trusted JK XXXXXXXXX
KA2-04 | Auth Read Only | DSG-FW DSG-FW S| Trusted SD XXXXXXXXX
KA2-05 | Auth Read Only | DSG-TEST DSG-TEST | Sl Trusted KL XXXXXXXXX
KA2-06 | Auth Read Only | DSG-FG DSG-FG S| Trusted SD XXXXXXXXX

Table 2 - Manual Log File — Example Only

Once the full batch of administrative cards has been determined, lable each card in the batch clearly
with the correct lable using an indellible method.

Start the application loader. The following is an example of the use of a loader from one vendor.
Others are similar but will differ in the interface. GPshell is CMD prompt script based

J File Edit View Application Management Reader Tools

Options 2

=:'= Application Loader

=10 x|

IFEIEZ % 5@

[

(- []Ml Desktop
B0 Libraries

O/ becuments
O Music
O&] Pictures
(-8 videos

O A Administrator
/™ computer
I8 Network

v-[JE& Control Panel

1| 14| 4| » | v ", Basic logger ¢ PCOM32 logger

54

Oberthur Card Systems |

Figure 5 - Start Application Loader

Insert the first blank card and Click the “On” button:
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x

Farameters file

I Load...| Save. .

Parameter | Value |

Card Manager AID
Key-set name
Secure Channel Protocol Auto detection

)% Cancel

4

Figure 6 - Configure Loader #1

Assuming the card is an Oberthur ID One-PIV version 7, fill in the following values (Card Manager
AID is” A0000001510000"):

x

FParameters file

I Load...| Save..

Parameter | Value |
Card Manager AID [l 00 0001 510000 ]
Key-set name SCPO3 OT - Diversified with tag CF

Secure Channel Protocol SCPO3 OT (mode 15)

] I Cancel |

4

Figure 7 - Configure Loader #2

The key set values will need to be updated with the transport keyset (Master key) agreed between the
vendor and the scheme: In this example Select Key-set-name > “SCP03 OT — Diversified with tag CF”
and enter the correct value for the Master Key. Select “Confidentiality and Integrity”

PAC Manager — User Manual Last saved 25/07/2012 — Page 17 of 36



PAC Manager — User and Key Management Manual

Key-set Manager

~ Fep-zetz

K.ep-zet file:

B = o = B =

2] Key-zets
-4 Demo key-zet - Static
-4 Demo key-zet - Diversified
-4 SCPO3 0T - Static

B-F5CP03 OT - Diversified with tag CF

“$ Demo [SK (ki cards)

----- & Key-zet diversified from tag 'CF', one master key

----- 00 Koey-zet version ; 00

----- a0 Feyp-get index : 00

b Gy Masterkey:1011121314151617 1819 1A 1B 1C 1D 1E1F

-4 SCPO3 0T - Diversified with zerial number
-4 SCPO3 0T - Diversified

I C:\Program Files (x88)0berthur Technologies \Application Loader V1.9\Key-sets\GlobalP J

Bl

— Secure Mezzaging
£ Mo [Clear mode)
£ Integrity Only [SM MALC) ak
% Confidentiality and Integrity [Sk DEC)

Cancel

4

Figure 8

- Configure Key Set

Click “OK” and an authentication should take place followed by an “Operation succeeded”
message .

If this is not successful, then debug the problem before proceeding. Any problems are most likely from
selecting the wrong keyset or the wrong Globalplatform Secure Channel protocol options. The screen
should now list all applications on the card. In this example the existing applications are the default

FIPS-201 applications.
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8= Application Loader i =] 3]
J File Edit View Application Management Reader Tools Options 2
iR E2 % >3
Type | A | Life Cyde State | Appii ax
Card Manager A0 00 00 01 5100 00 OF (SECURED) 94 = [JA Desktop
Applet AD DD 000D 77010808 07 1000F1 00000500 07 (SELECTABLE) 00 Oy Libraries
Applet AD 00 00 03 08 00 00 10 000100 OF (PERSOMNALIZED) 14 O Documents
Applet AD 00 77 6B 67 66 07 (SELECTABLE) 00 O Music
Package AD 00 00 00 03 53 50 01 (LOADED)
Package AD DD 0000 77010808 07 1000 00 00 00 00 03 01 (LOADED) =-C1E Videos
Package AD 00 0000 770108 08 07 1000 00 00 00 0002 01 (LOADED) Dé édm'”'s‘tteramr
Package A0 000000 77010808 07100000 00000001 01 (LOADED) H"" N;E:Irkr
Package AD 00 0000 77010808 07 1000 00 00 00 00 05 01 (LOADED) "D@E Control Panel
Package AD 00 00 00 77010000 05 1000 00 00 00 00 29 01 (LOADED) O & Recyde Bin
Package A0 00 77 6B 6767 oi{lospED) | e O Bookmarks
----- |z Recent
4| | 0|
) =
=

* lapDu #000039

Command: 80 CA DF 64 00

FResponse: 69 BS

= Operation succeeded. =

-

4] 4] » [ [s, Basic logger ;PCOM32 logger J ﬂ »

Oberthur Card Systems | v

Figure 9 - Authenticate to card

For each card you are now going to load a new application on the card using the address and

application type listed in table 1.

Go to “Application Management” > Load and Install”

% Load and install

Parameters file

I I_.n:nau:l...l Eave...l

x|

Parameter | value

File to load [

[

Fackage AID

Class AID

Instance AID

Application Privileges
Selectable

DAP file

Security domain AID
Maon-vaolatile code space limit
Load token

Application specific param...
Volatile data space limit

oo
Yes

AQ 00 00 00 03 00 00 00

i L

Bl Lo il
al

¥ Espert mode

o]

Figure 10 - Load Applet #1

Select “File to Load”

PAC Manager — User Manual

Last saved 25/07/2012 — Page 19 of 36



PAC Manager — User and Key Management Manual

x

Loak in: I

] CAP File
|| sam305b_readonly.cap 5/04/2012 3:04PM  CAF File

« | *
File name: Iplaid&ﬂﬁb j Open I
=

Files of type: I.NI Load Files (*.cap,”ijc.” jar) Cancl

i

Figure 11 - Load Applet #2

Look in the C:\PACMan\CAP directory and select the correct file based on Table 1. There are only
three options:

1. PLAID Client — the same application is used for all PLAID use-cases\

2. SAM — Administrative version

3. SAM — Read only version

Once selected, tab to the next field and the addresses other than “security domain AID” should be
filled in correctly for you. Change the security domain AID to: “a0000001510000”

Check every AID field against table 1, and correct if necessary
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'1.__5.. Load and install x|

Farameters file

I | Load.| Save..

Parameter | value -

File to load C:\PACMan\CAP\plaida05sh. cap

Package AID ADDOODD4640060166 676D

Class AID A0 0000 0454

Instance AID A0 0000 0454

Application Privileges ]

Selectable fes

DAP file

Security domain AID AD QO 00 Q003000000 o
Mon-volatile code space limit

Load token

Application spedific param...

Volatile data space limit

Bl L il e | Ty

i N

v Expert mode Ok | Cancel |
A

Figure 12 - Load Applet #3

£= Load and install x|

Parameters file

I Load..| Save..

Parameter | value |
File to load C\PACMan\CAP\plaida05b. cap
Package AID AD 0000046469
Class AID AD 0D 00 0464
Instance AID AD 0D 000464
Application Privileges oo
Selectable fes
DAP file
: Security domain AID AD D0 0001 510000
Mon-volatile code space limit
Load token

Application spedific param...
Volatile data space limit

Mon volatile data space limit
SIM File Access and Toalki...
UICC System Specific Par...

Install token

Card Manager AID AD 0D 0001510000

Key-set name SCPO3 OT - Diversified with tag CF
Secure Channel Protocal SCPO3 OT (mode 15)

¥ Expert mode oK, I Cancel

Figure 13 - Load Applet #4

Click OK and the application will be loaded and should now appear in the list on-screen along with
“operation succeeded” in the log:

g
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=‘; Application Loader Ol x|
J File Edit Wew Application Management Reader Tools Options 2
[FEE 2 %0
Type | AD | Life Cyde State | Appliq . x
Card Manager AQ 0000 01510000 OF (SECURED) 9A = [JM Desktop
Applet AD00000077010808 07 1000F100000500 0F (SELECTABLE) 00 2[5 Libraries
Applet A0 0000 03030000 10 000100 OF (PERSOMNALIZED) 14 7]/ Documents
Applet A0 00 77 6B 67 66 07 (SELECTAELE) 00 O Music
Package A0 00 00 00 03 53 50 01 (LOADED) '"I:I =/ Pictures
Package AD00000077010808 07 10000000000003 01 (LOADED) =18 ‘_"'E_'EDS
Package A0 000000 77010808 07 10000000 000002 01 (LOADED) SD é gdm'"'sbteraw
Package ADN0000077010808 0710000000000001 01 (LOADED) EJ"E.&'ﬁ Nz:f:rk r
Package ADN0000077010808 0710000000000005 01 (LOADED) & [JE Control Panel
Package AD00000077010000 06 0000000000029 01 (LOADED) -O& RecydeBin
Package A0 00 77 6B 67 67 01(OADED) | e O+ Bookmarks
----- Oz Recent
4| | i
x
-
APDU #000051 =l
Command: 80 CA DF 64 00
Response: 69 85
= Operation succeeded, =
=
| [ 14 4 » [ #1[", Basic logger /PCOM32 logger Jﬂ ¥
Oberthur Card Systems | v

Figure 14 - Load Applet #5

If desired the transport keyset can be replaced with an operational keyset via the “replace a keyset in
a security domain” option at this point.

Remove the card and repeat the process for all cards using table 1 and the draft log (table 2) as the
guide for applications to be loaded.

Your cards are now loaded with the correct applets but not “keyed” or personalised with key material.

Generate Keys, Load SAM & Key Store cards

Using the same PC as in the previous step, go to the Cmd prompt in the C:\PACMan directory.

Double check the machine used is not connected to ANY network and is in an adequately secure
area.

If this is the first time keys are to be generated or imported, delete the various KeyArchive-Xof3.xml
files. They only contain default test key values as distributed.

Run the PACManager utility from that directory with the special option —k. This starts the utility in the
non-default key management mode. “PACManager.exe —k”

Select either to generate keys or to import keys. Keys are generated to or imported from the
KeyArchive-10f3.XML, KeyArchive-20f3.XML and KeyArchive-30f3.XML files.

A separate process is used to secure these files — see “Securing the Key Archive files”

If this is the first time this utility is run, the “generate keys” option is the only option possible. If this
utility is being run to create additional administrative or key store cards then use the “Import Keys”
option.
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Licid

Confiadire

This process preparzas the 'Key Autherticaior' and Key Storage' modules foruse by generating/imperting the appropriate
PLAID keyscts and importing the appropriate Mifarz Classic keyscts.

WARNING I is extremazly imnartant that tis pracass necars in a secere envirnrmrent. as the cumant P AID refararee
implementation requ res thatkeys be generated ardtransmited nthe clear during inttialisation.

Please select a key terial Generste Keys I or Import Keys

Figure 15 - Generate Keys

Now select an encoding profile from Table 1 and your draft log (table 2) and select the equivalent card
profile using the PACMan utility.

PAC Manager

A

ﬂ Home >> Y Confiqure

This process prepares the 'Key Authenticator' and 'Key Storage' modules for use by generating/importing the appropriate
PLAID keysets and importing the appropriate Mifare Classic keysets.

WARNING: Itis extremely important that this process occurs in a secure environment, as the current PLAID reference
implementation requires that keys be generated and transmitted in the clear during initialisation.

Please select a key material source Generate Keys | or Import Keys Export Plain |
Key material loaded successfully (2 keysets)

Please select an encoding profile j
KA1: Key Authenticator (Administration - PLAID SAM)

KA2: Key Authenticator (Read Only - PLAID SAM)
KS1: Key Storage (Administration - PLAID)

Figure 16 - Set Profile KA1/KA2

Select a contact only card reader and insert the correct card for the profile. If you insert a card in the
reader with the wrong applet loaded you will get a warning “Incorrect ICC detected”. Change either
the profile or the card until you have the correct applet and profile.

PAC Manager — User Manual Last saved 25/07/2012 — Page 23 of 36



PAC Manager — User and Key Management Manual

PAC Manager

This process prepares the 'Key Authenticator' and 'Key Storage' modules for use by generating/importing the appropriate
PLAID keysets and importing the appropriate Mifare Classic keysets.

WARNING: ltis extremely impaortant that this process occurs in a secure environment, as the current PLAID reference
implementation requires that keys be generated and transmitted in the clear during initialisation.

Please select a key terial Generate Keys or Import Keys |
Key material loaded successfully (2 keysets)

Please select an encading profile |[REPKAT: Key Authenticator (Administration - PLAID SAM) |

Incorrect ICC detected

Please select a smart-card reader

Figure 17 - Select Reader/ICC

This process prepares the 'Key Authenticator' and 'Key Storage' modules for use by generatingfimporting the appropriate
PLAID keysets and importing the appropriate Mifare Classic keysets.

WARNING: Itis extremely importantthatthis process occurs in a secure environment, as the current PLAID reference
implementation requires that keys be generated and transmitted in the clear during initialisation.

Please select a key material source Generate Keys or Import Keys |

Key matenal loaded successfully (2 keysets)

Please select an encoding profile

Please select a smart-card reader

IGempIus USB Smart Card Reader 0 j

Click to encode this device

Execute |

Figure 18 - Encode KA1/KA2 card

You may now encode (initialise keys) to all cards with the KA1 and KA2 profiles by clicking “execute”.
This only takes a second or so for each card and is irreversable. A message appears stating that the
process has completed successfully. If there are any errors the issue should be investigated and if
the card cannot be encoded successfully it should should be physically destroyed.
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There is an additional step for the KS1 (key store) profile.
-0lx]

A

& Home > L Configure

This process prepares the 'Key Authenticator' and 'Key Storage' modules for use by generatingfimporting the appropriate
PLAID keysets and importing the appropriate Mifare Classic keysets.

WARNING: It is extremely important that this process occurs in a secure environment, as the current PLAID reference
implementation requires that keys be generated and transmitted in the clear during initialisation.

Please select a key material source Generate Keys | or Import Keys | Export Plain |
Key material loaded successfully (2 keysets)

Please select an encoding profile IKS‘I: Key Storage (Administration - PLAID) j

Please enter the Mifare Classic key values KEY A |............ KEY B |............ [ Show

Please select a smart-card reader

IGempIus USB Smart Card Reader 0 j

Click to encode this device

Execute |

Figure 19 - Configure Mifare

For this profile the Mifare Classic keys need to be imported from the secure record kept in the
respective CDMC safe. This is a two part record which should be entered by two separate trusted
operators.

The record expected is a hex value in the form Key A="FFFFFFFFFFFF” Key B=“FFFFFFFFFFFF”.

NOTE - PACMan does not backup or manage the Mifare Keys in any recoverable form, so existing
facilities for backing up the Mifarre keys should be retained.
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PAC Manager

Confiqure >>

This process prepares the 'Key Authenticator' and 'Key Storage' modules for use by generatingfimporting the appropriate
PLAID keysets and importing the appropriate Mifare Classic keysets.

WARNING: It is extremely important that this process occurs in a secure environment, as the current PLAID reference
implementation requires that keys be generated and transmitted in the clear during initialisation.

Please select a key matenal source Generate Keys or Import Keys |

Key material loaded successfully (2 keysets)

Please select an encoding profile

Please enter the Mifare Classic key values KEY A Illllllll-llll KEY B Illllllllll.l [T Show

Please select a smart-card reader

IGempIus USE Smart Card Reader 0 j

Click to encode this device

Execute |

ENCODING PROCESS COMPLETED SUCCESSFULLY

Figure 20 - Encode KS1 Cards

You may now encode (store keys) to all cards with the KS1 profile by clicking “execute”. This only
takes a second or so for each card and is irreversable. A message appears stating that the process
has completed successfully. If there are any errors the issue should be investigated and if the card
cannot be encoded successfully it should should be physically destroyed.

The cards created should now be tested using the operational mode of PACManager (see separate
operations document) and then stored in the appropriate safes whilst not in use.

Securing the Key Archive files

PACMan by default stores PLAID operational and Administrative keys in a 3 part form in the
KeyStorage directory in three separate XML files as shown here:
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Ad istrator: Cmd to PACMan

C:~PACMan“~HeyStorage >*dir
Uolume in drive C has no labhel.
Uolume Serial Humber is 7481-7DFF

Directory of C:s~PACHan“KeyStorage

16-84-2012 01:17 <DIR> -
Ai:=19 <DIR> - -
A1:15 3,277 KevArchive—1of3.XML
A1:15% 3,277 KevArchive—2of3 . XML
A1:15 3,277 KevArchive—3of3.XML
@1:179 3.277 KeyArchive-PLAIN.¥ml
11-84-2012 @9:48 184 READHE.txt
L Fileds> 13,212 bytes
2 Dirdzs>» 958.151.114,.752 hytes free

C:s»PACHan“~KeyStorage »_

Figure 21 - Key Archive Files

/£ C\PACMan\KeyStorage\KeyArchive-10f3.XML - Windows Internet Explorer 3l x|

I_ C:'PACManKeyStorage KeyArchive-1of3. XML Dj || K 2 C:\PACMan KeyStorage Key... X S.7 io3
File Edit Wew Favorites Tools Help
= € |Lexmark Te54 ¢ | Web Slice Gallery = f’u"\ * [ - [ @ - Page = Safety ~ Tools ~ 9.
<?xml version="1.0"?>

d part_count="3" part="1" xmins:xsd="http:/ fwww.w3.org/ 2001 /XMLSchema" xmlns:zsi="http:/ / www.w3.0rg/ 2001 /XMLSchema-instance™>

¥ geRec

<IAKeyAdmin>
=<P>=C262167247F05SESBEBB244FFO5A5CA0BCSD5S8ABB4ABB4D845285EAD123FEGA0B15FFFSC65A71F32BF4529E2F71A286872A6F88432A094A1B2F00D68FD2ECT
=<(>9D4A0027BF921COB4CAGATED7118954C88CO7FE170A1AZBFSEFBOBE7685E0B295DD204CAZDAE2COA469B21078AFEC4ADEGZCSFEALIOC6ATDAIIB1CI9BB15BE
=PG=F260E1065EEC1EOB622AC12CF1844410D20BCD4CEF7521810132B474EBAC208B2CO787D021042BC74415E5F0802298D870C226EA22FF4BD14D5124552055
=<DP=8E147595EB7123BASAO2F45616F7025291AA253CCD21273300DABDE2DA2480CE980C1CASADD12151A6C4E185D191B18FD628FD5SCFACB610B83757AACGH2!
=D0>=EABGFC52D9BF01218C5782D70FBFOSCBAD290C01ASE7DS65974407AFAG1E2DBFADS407766FC542A8A1D74D3432AD1EEDD154674386B0AZT73ASF7282DBD
=D=4644CD92E28CEDD6BADSEESFFC23CE2A7DICFGAS550A0DBD60F4E6052ABFF7DDFB4424A005C18E483FBE2ABSELG169ACF2A419E458954B2CA4EFBTDF7 26661
“Modulus>7398EDG62D72041330A7493ECO59D75088FBB03F4BB886B360FAG6191482762D5DB6CAD28B42553DD1AT05473F6446834DA023B3C112C4ECAZB2EF8299

<Exponent>C2918E</Exponent>
< /TAKeyAdmin=
<FaAKeyAdmin>FEQ781820EAOD22AEZ26AFDE46DOEBT 8« /FAKayAdmin>
- <IAKeyTarget>

«P>4D6BCBBCD52D73FEB426D2B6115E05EB92CD856041B121EEFEAE2AF29A30C6970AEBO7C4AS0B9955CCOFDGFEB3CCF42EO0D3BF3EADAG32622040206AF703A
«(=8B191E545FF2092646118EAD 9392EA 5F9 2887567E01827F4C1A9D7CAZ70AD4EQ4267363E3D3F75FDAFSEE987812B7B3247FC5D34B246020598

C5EAEAC4EAEA32860010BF1043D1F1AG6684BC3EDD313C2377BAS63F669A20EEGB90AFAE4FEAZDDGC4C21C7133DEBODCOEFE3930C6FF21D24807FDBAF2D

) =8B056AB80333F00FA996E7OCE409AGES1CECD588D342F0910EDD359F793CB0E1IDFES323054B8FESCOES8A22560E47981B25498FB7ES07D96DD5249D8FCA01
=D=5EDC8D15F87024E7F13736DB6EDE4284DEC281FE554A5014202BCA50267840AEFB2285E48ED3106CBD84C5752D6ED656A31A4DFO0478186F77705C719EDA
<Modulus>19987F055FF4BBCSCS0ES91030ACC38B1898A0356CCCD4F42B4C02BDF885E1B159E945E73CC6DD83CC608B4017FD60562EEDG6F824C20A6F2FO7E2FED.

<Exponent=CBD757 </Exponent>
=/IAKeyTarget>

<IAKeyAdminHash>85EFCE2EF9D24A4E2AEASSE7 2814COE30F00ETFB-

<FAKeyAdmin h>7FA413B16FCDODDADASD49F48AC6D5EASCEBCDOA </|

<IAKeyTargetHash>57E43E019B3C123139A8AFDDALIFB3329D35165C

<FAKeyTargetHash>301A5987F7D6E0334D5305AE4A847291BC591297 <
=/KeyStorageRecord»

=yTa r_; etHash=

1 |

|

5% -~ 4

Figure 22 - XML Key Format (example — file 1 of 3)

These files are created at the time of keyset generation, and must be manually deleted should a new
keyset be created.

PACMan uses random seeds and strong cryptography to secure these files. In order to establish the
origional keys, all three files must be available and un-modified, Any single file or pair of these files
are useless to an attacker.

Once generated, a copy of each of these files should be placed in three separate safes or secure
systems designed for this purpose. Each file should be under under the control of different trusted
people. Additionally a backup set should be kept with similar three part controls. The origional keyset
can be re-generated at any time by placing the files in a common keystorage directory and running
PACManager —k and clicking “Import Keys”.
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o=
E Home >> ¥ Configure >>

This process mienarss the Key Aothentic=tor and'Key Storsge’ mozules for use by genecatng/impriing the appiosniste
PLAID keysels nc impuorling e aoproprials Mifare Classic seypsolbs.

WA N NL: s exdrer-ely impodanttratthiz process occurs e a secare evirenmert as the cumrsn:l AL recerznce
imp eme =iz esues thal weys be g=nerated and ratsmitt=d in e cleas doiag it alis ator

Please selecl a key malerial svurce Grnies ale Krps I wr hrpol ey

Figure 23 - Import Keys
e

e 1 The keys have bezr loaded frem the a-chive path:

. KevStorage KevArchive-1of3. XM
Keyatnrage fKeyarchive-2nf1.YM
eyStorage WeyArchive 2of2 XML

Figure 24 - Importing keys from 3 part XML files

It is not necessary for the administrator to know or to generate the clear text version of the actual
keys, however many administrators will not be comfortable with this, or may wish to generate multiple
keysets and prove to themselves the key management works before fully trusting the method used to
secure the PLAID master keys. To faclitate this an option is available to write out (export) the plain
text keys as a separate file “KeyArchive-PLAIN.xmlI”. It is recommended that any file generated by
this method should be secured in the most secure facility possible. And preferable this option should
never be utilised, or only be utilised in testing so as to provide confidence to the administrator that the
keysets are recoverable.
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_ioix

This process prepares the Key Authenticator' and 'Key Storage' modules for use by generating/importing the appropriate
21 AN keysets =nd importing the appropriate Mifare Classic keysets

WAINING: His excremely importart thatth s process occurs in @ secure enviroament, as the curent PLA D referance
mp emenlalion reguirzs hal keys be generalzd and barsm lec in he clearn duning inilalisation.

Please select a key matenal source Generae Keys or Imoort Keys

Key matenizl loaded successfully (2 keysets)

Please selact an encoding profila j

Figure 25 - Export Plain Text Keys

=

WARNIMG:
: Storage of this plain text record is not recommended except for
validation purposes,

|Use the 3part format to securely store the key parts in separate
physical logical locations,

Do you wish to continue?

Figure 26 - Key Export warning

x

. 1 The keys have been saved in plain text to the archive path:

JKeyStorage\KeyArchive-PLAIM. Xml

Figure 27 - Key Export Verification
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Card Processing and Verification

Once you have configured PAC Manager, click ‘Next’ to proceed to the ‘Process’ screen.

)

v

Home >>

PROCESS CONFIGURATION

Key Authenticator Reader:
Gemplus USB SmarnCard Reader 1

Key Storage Reader:
Gemplus USB SmanCard Reader 0

Target Reader:
ASKLoGO 0

Encoding Options:

[l PLAID OpMode 1 - Wiegand 26bit
¥l PLAID OpMode 2 - Wiegand 46-bit
bl PLAID OpMode 2 - PIV FI

[ PLAID OpMode 4 - UUID

] Mifare OpMode 1 - Wisgand 26-bit
[ Mifare OpMeode 2 - Wisgand 46-bit
bl Mifare Lock Unused Sectors

Configure >> t Process

Pause

Idle ...

Please select an operational mode to begin.

CONSOLE
I

Site Code:
16135
Process Mode:
’ Encode l [ Werify ] [ Pause J
Verbose Logging
Passed Slkapped Failed

000 000 000

Figure 28 - PAC Manager Processing screen

The process screen contains the following user interface elements:

a. Upper Left — Personalisation Options
This section lists the options that have been configured for this session. All values here are
read-only and are only used for reference.

b. Lower Left — Process Mode
This section allows the operator to select whether the application is in personalisation mode
(Encode), verification mode (Verify) or is Idle (Pause).

c. Lower Left — Verbose Option
If this is selected, a greater amount of processing information will appear in the console,
allowing quick diagnosis of any operating errors.

d. Lower Left — Personalisation Counters
These three coloured counters provide a quick reference of the count of cards personalised
during any given session. These values are not saved and only exist to assist in bulk
personalisation where a higher number of cards are being encoded at once.

e. Upper Right — Status panel
This section displays a simply update of the current session status, as well as an indicator of
encoding progress.

f. Lower Right — Console
This shows personalisation, verification, diagnostic and error information to provide basic, or
detailed feedback to the operator.
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Card Personalisation Steps

To enter personalisation mode, click the ‘Encode’ button. The following steps will occur:

a.
b.

The Key Authentication and Key Storage devices (cards) will be checked

The cryptographic material will be extracted from the Key Storage device and stored for this
session (See ‘Security Considerations’ below for more information).

The target reader will be monitored for cards
Once a card is placed on the reader;
a. The card will be validated
b. The GlobalPlatform CPLC data element will be read and validated
c. The FIPS 201 CHUID data element will be read and validated
d. The Op-Mode values will be generated.
e

The PLAID application will be personalised with the selected Op Modes and placed in
the ‘Secured’ state.

f. The Mifare Classic application will be personalised and (optionally) all unused sectors
will be changed from the factory keys to the production keys. All writes to the Mifare
Classic data blocks will be verified by a subsequent read.

The PLAID application will be validated with a subsequent authentication.
h. The card journal will be written
i. The card will be deselected and the target reader will wait for the card to be removed

j-  The target reader will wait for the next card.

If the ‘Pause’ button is clicked, the application will immediately clear all cryptographic data and
deselect all cards.

CARD TEARING

The target card must not be removed from the field during the personalisation process. This process
is particularly sensitive to tearing due to the fact that multiple applications are involved and the cards
are being handled manually, rather than in an automated fashion. A tear will leave the card in an
unknown state that potentially will require manual intervention to correct.

Card Verification Steps

To enter verification mode, click the “Verify’ button. The following steps will occur:

a.

The Key Authentication device will be checked (the Key Storage module is not used in this
case).

The target reader will be monitored for card.

Once a card is placed on the reader;
a. The GlobalPlatform CPLC data element will be read and validated
b. The FIPS 201 CHUID data element will be read and validated
c. All available PACS records will be read from the PLAID application
d

The Mifare application will be checked for it's authentication status (NOTE: Because
this process does not have access to the production keys, it will only validate that the
Mifare application is not in its factory state.

e. The verification screen will be displayed.
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Card Viewer
Card Status:
PLAID
Mifare

CPLC:
SERIAL L
CHUID:
FASCN P L
GUID =

ACS RECORDS:

OpMode 1 |
OpMode 2 |
OpMode 3 |
OpMode 4 |

Close ‘

Figure 29 - Card verification screen

Personalisation Journal (Logging)

For each card that is personalised using the PACMan utility, a corresponding log file, or ‘journal’ entry
is created and stored to facilitate further back-office processing of the card, or integration into third-
party PACS/LACS control systems.

Upon successful personalisation, the journal entry is saved in the directory specified on the
configuration screen. In the event that the specified directory is not accessible or writeable, the journal
will be saved to a secondary directory (by default, in the directory ‘Recovery’ underneath the
application folder) and an error message will be displayed on screen.

The card journal is an XML formatted text document and the schema (XSD) is supplied with the
application in the file ‘journal.xsd’ for type and structural definitions.

There are 7 primary elements in the journal:
1) ‘ATR —The ISO 7816 ATR value returned by the reader
2) ‘CPLC’ — The GlobalPlatform CPLC data element in its parsed form
3) ‘CHUID’ — The FIPS 201 CHUID data element in its parsed form
4) ‘OpMode1’ — The value of OpModelD 1 in hexadecimal form as written to the card
5) ‘OpMode2’ — The value of OpModelD 2 in hexadecimal form as written to the card
6) ‘OpModed — The value of OpModelD 3 in hexadecimal form as written to the card
7) ‘OpMode4’ — The value of OpModelD 4 in hexadecimal form as written to the card
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An example of the log file is displayed below:

<?xm version="1.0"7>
<EncodeJournal xm ns: xsi =http://ww.w3. org/ 2001/ XM_Schena- i nst ance
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schema"
<ATR>3B8F80018073CC91CBF9A0000003080000100029</ ATR>
<CPLC>
<| CFabri cat or >1234</ | CFabri cat or >
<| CType>12345</ | CType>
<OSPr ovi der | d>12345</ OSPr ovi der | d>
<OSRel easeDat e>12345</ OSRel easeDat e>
<OSRel easelevel >12</ OSRel easelLevel >
<| CFabri cati onDat e>12345</ | CFabri cati onDat e>
<| CSeri al No>1234567890</ | CSer i al No>
<| CBat chl d>1234</ | CBat chl d>
<| CModul eFabri cat or >1234</ | C\bdul eFabri cat or >
<| CMbdul ePackagi ngbat e>1234</ | CModul ePackagi ngDat e>
<| CCVvanuf act ur er >1234</ | CCVvanuf act ur er >
<| CEnmbeddi ngDat e>1234</ | CEnbeddi ngDat e>
<Pr ePer sol d>1234</ Pr ePer sol d>
<Pr ePer soDat e>1234</ Pr ePer soDat e>
<Pr ePer soEqui prment >1234</ Pr ePer soEqui prent >
<Per sol d>1</ Per sol d>
<Per soDat e>1</ Per soDat e>
<Per soEqui prment >1</ Per soEqui pnent >
</ CPLC
<CHUI D>
<FASCN>
<AgencyCode>9999</ AgencyCode>
<Cr edent i al Nunber >999999</ Cr edent i al Nunber >
<Syst enCode>9999</ Syst enCode>
<CS>1</ CS>
<ICl>1</I1Cl>
<Pl >123456789</ PI >
<0C>1</ O
<0 >9999</ A >
<POA>1</ POA>
</ FASCN>
<GUI D>00000000000000000000000000000000</ GUI D>
<Expi rati onDat e>2013- 03- 02T00: 00: 00</ Expi r at i onDat e>
<l ssuer Si gnat ur e>308207207E43082[ . .. . ] </ | ssuer Si gnat ur e>
</ CHUI D>
<OpMbdel1>0123456789ABCDEF</ OpModel>
<OpMode2>01234567</ Cphvbde2>
<OpMbde3>0123456789</ OpMode3>
<OpMode4>00000000000000000000000000000000</ OpMode4>
</ EncodeJour nal >

Securing the Temporary Workstation

The previous procedures should have been implemented on a stand-alone temporary workstation
within a secure area. Since it is possible that keys could be saved to disk and be recoverable, it is
important to ensure any data written to disk is destroyed at the end of the procedure according to the
agency standard practice.

PAC Manager — User Manual Last saved 25/07/2012 — Page 33 of 36


http://www.w3.org/2001/XMLSchema-instance
http://www.w3.org/2001/XMLSchema

PAC Manager — User and Key Management Manual

l

|

i
i

Figure 30 - Secured Disk

Security Notes and Considerations

The PACMan utility implements a number of security elements that relate to newly-developed
technologies, as well as legacy technologies that have known attacks available in the public domain.

This section provides a list of the some of the design decisions, assumptions and restrictions that
must be considered when utilising the PACMan utility in a production environment, to minimise the
risk of a security compromise and to guide the development of operating policies.

NXP Mifare Classic

Mifare Classic (MFIC S50/S70) is a card technology developed by NXP and has been used in PACS
implementations. In the last few years, numerous theoretical and practical attacks have emerged
where it has been demonstrated that keys and therefore protected information can be recovered with
a relatively low technical and cost barrier.

The PACMan utility uses Mifare Classic functionality to personalise cards for use with legacy PACS
installations, so it must be noted that these security flaws continue to exist in cards personalized by
PACMan. PACMan only implements Mifare as a transition methodology which can be switched off
following transition.  This security flaw does not affect the PLAID application, or PACS
implementations that utilise PLAID as a means of authentication.
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Key Storage device based on PLAID reference code

There is currently no off-the-shelf HSM or SAM module that supports the secure personalisation of
production PLAID cards.

In order to reduce development time, and cost in the provision of personalisation functionality for the
PLAID protocol, a design decision was made to use a PLAID instance as the key storage container in
place of a dedicated Hardware Security Module (HSM) or Secure Access Module (SAM). This allowed
rapid development of a personalisation application for PLAID, whilst maintaining secure storage of the
production keys, whilst strongly securing the keys within a PLAID instance.

One implication of this however is that once a successful authentication has been made against
the PLAID key storage device, keys are then exposed as ACSRecords (see PLAID documentation)
and as a result are available in plain text form to a PLAID authenticated terminal. (In this case the
personalization station PC running PACMan)

During a session the PACMan application therefore holds cryptographic keys in-memory in their plain
form. This means that a person with reverse engineering skills would be able to extract the keys while
the application is running.

Additionally, Microsoft Windows uses ‘virtual memory’, where the contents of memory are stored on
the hard drive temporarily to increase amount of memory available to applications. Because this
functionality is outside the control of the application, it could result in cryptographic keys being stored
in non-volatile memory.

Although it is possible to hold the keys in encrypted form until they are being used, it provides very
little benefit as they must still be decrypted at some point during the personalisation process and
consequently still vulnerable to extraction.

Although this is not an unusual practice, this issue is on the list for potential rectification as part of the
PLAID reference source project. For now the vulnerability can be minimised by ensuring cards are
always personalised within a secure area on a separate and secure pc (such as using a dedicated PC
within the secure area with no network access)

Key generation based on Microsoft .NET Framework CSP

PACManager utilises the Microsoft .NET Framework classes RNGCryptoServiceProvider,
AESCryptoServiceProvider and RSACryptoServiceProvider for generation of keys. Microsoft has
stated that these libraries are actively maintained for FIPS 140 compliance (Security requirements for
Cryptographic Modules).

3-Part Key Generation

The Key Management functionality of this utility generates a keyset, which is split into three parts,
using a simple key splitting protocol. With the assumption of a sufficiently random number generator,
this provides an absolutely secure method of ensuring that all three parts are required before the key
is recovered and is comparable to the security of two consecutive one-time pad operations in this
regard.

The algorithm is as follows for each key in the keyset:

1) Generate key K which is to be split

2) Generate 2 random bit-strings X and Y using a FIPS-140-2 certified RNG, each having the
same length as K

3) Calculate Z=Kyor Xxor Y

4) X, Y and Z are the three key parts which can be distributed to separate parties

5) To combine again, simply calculate K =X yor Y xor

Lack of authentication on Key Authentication card

The Key Authentication device is based on the PLAID SAM reference code, and so lacks a number of
features available on a production HSM. One of these is the lack of an operator PIN code or other
authentication mechanism to allow authentication to proceed.
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This means that an assumption must be made that the possession of both the Key Authentication and
Key Storage devices presumes the authority to use them.

This also means that there is no mechanism to prevent repudiation (i.e. the denial of card
personalisation after the fact).

Recommendation 1: Any pilot or production use of this application must be performed in a trusted
environment, by operators who would also be authorised to handle key material in its plain form.

Recommendation 2: The Key Authentication device and Key Storage device should be stored
separately, to provide a lower risk of an unauthorised user possessing both

Recommendation 3: For PACMan to be used in a non or semi-trusted environment, the PLAID SAM
should be updated to provide an acceptable level of security regarding authentication, non-repudiation
and key injection at a minimum. N.B a proposal is in place to do these using Global Platform
standards as part of the existing reference implementation, so a later version of PACMan will likely
include this feature.
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